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NetworkFX ConNIE!

Converged Network Impairment Emulator

Emulating the effects of the Network

ConNIE- stands for @Converged Network Impairment Emulator® and is a versatile
yet easy to use system that allows you to test the behavior of any application that
runs across a Wide Area Network (WAN) using ‘real world' conditions.

NetworkFX ConNIE! is being used by many of
industry’s leading companies around the world to
test applications such as IPTV, VolP, E-Commerce,
Enterprise applications and many other advanced
services.

By testing with ConNIE™ you can quickly snd
problems that may result from the types of network
conditions that occur in typical WAN networks.

ConNIE™ allows you to emulate network conditions
such packet loss, latency, jitter, out of sequence and
other ‘impairments’ that frequently occur in a wide
area network such as the Internet or an enterprise
network.

Applications like VoIP and IPTV are very sensitive
to several types of impairments and NetworkFX
ConNIE™ is the ideal tool for testing these types of
applications.

New Features for IPTV

Stream Generator for IPTV
Capture

Replay

MDI Generator

Stream Viewer for IPTV
Mirror

Custom Delay Proses

Test Case Generator

I/B/P Frame Targetting

aConNIE! has more ways to create test
cases than any other network emulator.®

Con®gurable, Industry De®ned Testing

® Improve test coverage, conesdence in results
and time-to-market with the ITU-T G.1050 /
TIA-921 IP Network Impairment model op-
tion.

® Save time by selecting the pre-conegured
test scenarios that <t your application.

® Save time by automating execution of a suite
of test cases.

® Make testing more complete by executing the
full suite of test cases.

® Target testing to your application through
custom test scenarios

® Take the guesswork out of coneguration by
using the scenario editor to generate the as-
sociated impairment conditions for a given

topology.

Bene®ts

® Reduce testing time

®* Lower testing cost

® |[solate performance bottlenecks

® Increase conedence in product performance
[ ]

Reduce risks associated with new product
deployment

ConNIE! Network Appliance



Many Ways to Create Test Cases

Time Varying Impairments (TVI)

ConNIE provides many ways to create test cases
with different impairment conditions. The quick-
est option is to use the TIA-921/ITU G.1050
Industy Standard test cases. This option mod-
ule is an incredible ‘time saver’ that takes much
of the guess work out of deciding what levels of
impairment to use by providing more than 1000
predelned test cases that model many different
network conlgurations and impairment severity
levels.

Industry Standard Test Cases

TVI Builder

CaptureFX

A quick way to create a test case is to use our
CaptureFX utility to capture impairment levels
from a live network and import into a ConNIE

TVI test case. This feature is very useful for cre-
ating an accurate model of an existing network
topology. CaptureFX can also be used to capture
problem conditions from the leld and bring back
into the lab for troubleshooting by recreating the
conditions in a repeatable and controlled envi-
ronment.

Testing under a wide variety of network
conditions is time consuming and generally
requires specialized scripting skills. The TVI
Builder addresses this problem by providing
a powerful yet easy to use tool for creating
test cases with impairment levels that can be
conlgured to change dynamically with resolu-
tion down to the millisecond. This tool makes
it possible to create sophisticated test sce-
narios quickly and without the need for script-
ing. The result is improved test coverage, as
more tests can be created and executed in a
shorter period of time.

Graphical TVI Builder

Another method for creating test cases is to use
the exclusive TVI Builder to delne impairment
levels that change over time in a user delned
way. You simply delne an impairment ‘rule’

that is in effect for a speciled duration. By
creating a sequence of rules you can build any
type of impairment prolle desired. Using cut
and paste, you can reuse and combine ‘rules’ to
create sophisticated test cases very quickly and
easily.

CaptureFX

VolIP Quality Predictor

a0ur goal is to help you be able to do more

high quality testing quickly and easily.°
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TIA-921/ITU-T G.1050 Industry Standard Model for Impairments

The TIA model was developed to answer the following The TIA delned three categories of networks.
question.

: ) o 1) A ‘Well Managed' network corresponding
“What are the impairment levels that an application to a network with a premium service level.

will encounter when deployed in the ‘real world'?”
2) A ‘Partially Managed’ network would have

To answer this question the Telecommunications Industry a less stringent service level agreement.

Association (TIA) worked for more than three years on an 3) An ‘Unmanaged’ network would be like
impairment model based upon information gathered from the ‘Internet’ where impairments can range
many service providers as to the impairment levels that from good to very bad.

exist in different types of networks.

ConNIE™ with TIA Option is the Irst and foremost
implementation of this industry standard model.

TIA-921/G.1050 Network Model Topology

The model is based upon ve segments delning an end to end communications path. The segments
are Local LAN, Local Access Link, Core Network, Remote Access, and Remote LAN Link.



NetworkFX TIA-921/ITU G.1050 Option for ConNIE

ConNIE provides the industry’s srst and foremost
implementation of the TIA-921 Network Model for
Impairments.

This industry standard model takes the guess work
out of deciding what impairment levels to use for
‘real world’ testing. With more than 1000 pre-
deened test cases and the ability to customize test
cases, this option provides an excellent basis for a
test plan that provides the benest of conformance
with an industry standard and the ability to per-
form tests with a repeatable and controllable set of
conditions as opposed to using a live network for
testing.

Test case 1A

Test case 1C

Test Case 1F is pretty bad with high

latency, jitter and loss. If the applica-
tion being tested is voice or video the
customer will likely be very unhappy.

The test cases are arranged as 133 network topologies
which correspond to different combinations of LAN and
Access rates and eight severity levels for impairments.
The severity levels are denoted by the letters A though
H with serverity level ‘A’ being mild impairments and
severity level ‘H’ being severe impairments.

A ‘Well Managed’ network is considered to only allow se-
verity levels A-D, whereas a ‘Partially Managed’ network
would allow severity levels A-F and an ‘Unmanaged’
network would allow severity levels A-H. This type of
network would correspond to the ‘Internet’ where on
some days conditions can range from good to terrible.

Test Case 1A is pretty easy with just a
small amount of latency, jitter and no
packet loss.

Test Case 1C is not too bad but latency
is a bit higher and there is a small
amount of packet loss.

Test case 1F

Test Case 1H is very bad and would
likely be considered a disaster case
with latency near one second,and lots

of jitter and packet loss.

Test case 1H
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IMPAIRMENTS

NetworkFX ConNI&dds impairments as packets
pass through. Ten independent !lters can be con!g-
ured to target impairments to specilc VLANS, source
and destination IP addresses, TCP ports, and class of
service values. The bandwidth of the data stream can
be limited in each direction to simulate the effects of
a gateway such as a modem, DSL link or T1 link. This
bandwidth limiting can be con!gured as symmetrical
or asymmetrical.

IP networks can create packet errors due to variations
in routing algorithms and network equipment. Net-
workFX ConNIE can be used to create various impair-
ments independently for each direction, for up to ten
Iiters.

Delay

Varied or constant delay can be applied to selected
packets to simulate delays found in the WAN environ-
ment. These delays are user speciled at a !xed value
or distributed between a minimum and maximum val-
ue. (1 ms to 10,000 ms) Delay distributions include
Fixed, Uniform, Gaussian, Jitter and User Delned.

Drop

Dropped packets may affect the performance of
streaming media or other QoS-dependent applica-
tions. This impairment simulates the effects of a full
router buffer or a dropped link in the network. Pack-
ets may be dropped in a periodic, random or bursty
manner. A burst of 1 to 10,000,000 packets can be
dropped. A burst can occur every 1 to 10,000,000
packets.

Error
This impairment allows the user to inject errors
into selected packets. A statistical percentage

of packets may be speciled to contain errors,
simulating an incorrect transmission of a packet
by a router. Burst errors can be injected into one
or more consecutive bits within a packet. An error
can be created every 1 to 10,000,000 packets.
For more precise error injection, a 32-bit mask
can be used to specify the bits where errors
should be introduced at a user delned offset in
the packet. 1 to 8 lelds of 32-bits can be delned
in an error prolle.

Bandwidth Limiting

To emulate different speed links, ConNIE can restrict
the bandwidth of packets to re"ect the behavior of
links such as cable modems, DSL modems, T-1/E-1.,
etc.

Fragmentation

ConNIE can perform fragmentation on packets
to emulate devices that support MTU sizes less
than the maximum packet size.

Duplicate

Duplicate packets take up bandwidth and can cre-
ate network bottlenecks. This impairment simulates
router retransmissions in the network by duplicat-
ing selected packets. 1 to 20 duplicate packets can
be created. A duplicate event can occur every 1 to
10,000,000 packets.

Out of Order

Out-of-order errors can occur when the packets
travel through the network cloud via different
paths. One packet could arrive before a previously
sent packet due to the use of different routing
protocols. This impairment changes the sequence
of selected packets. Packets may be offset up to
100 packets away from their original place in the
stream.



Modify

Packets may be modiled as they pass through.
A 32-bit mask and an offset value can be used to
identify which part of the packet to modify with the
replacement value speciled. A modilcation can be
created every 1 to 10,000,000 packets. 1 to 8 lelds
of 32-bits can be delned in a modify prolle.

Running Tests is Easy!

The RunTime Console is organized to make it easy to
load test cases, run tests and monitor the run time
behavior of the test in progress. ConNIE excels in
providing visual representations of the test in progress.
The running test case is graphically shown and this
valuable feature allows you to correlate the behavior
of the application under test with the impairments as
they are applied.

Automation, lteractive, Immediate, MDI modes

Many ways to create test cases, many ways to
cause impairments. You can use ‘Automation’ mode
to run test cases or you can choose to con!gure an
impairment manually using the simple ‘interactive’
mode. You can also make an impairment hap-

pen at the press of a button using our ‘immediate’
mode. And new with version 3.0 you can generate
MDI Loss Rate and MDI Delay Factor as per RFC
4445,

Filters

Impairments can be applied to selected packets
based upon llters using any lelds in the packet.
Standard lelds include source and destination IP
address, ports, VLAN tags, and ToS values. Custom
IIter lelds allow you to delne up to six additional

lelds within the packet to be used by each llter.

User De®ned Delay Distributions
Custom delay distributions are supported with the
User Delay Prolle Editor. Use your favorite spread-
sheet or text editor to create a list of latency values
and paste into the editor to create a custom latency
distribution or jitter model that can be loaded into
the interactive delay mode.

User Delay Distribution

And yet there's more.

The ConNIE graphical interface supports the ability
to control up to ve ConNIE units simultaneously
for more complex test environments.

We continue to add new features based upon
the valued feedback from our customers. Please
check with us for the latest additions or to speak
with us about your requirements.
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NETWORK TESTING CAPABILITIES IN THE LABSPECIFICATIONS

As impairment-vulnerable applications such as VolP,
video telephony and video on demand are more
widely deployed, it becomes more important to test
the ability of new products to withstand a variety of
impairments in the presence of background traflc.
However, using a production network for testing is
very expensive and does not provide the repeatable
conditions required for thorough testing. NetworkFX
ConNIE resolves this issue by bringing the network
environment into the lab.

Whether the device under test is a new

hardware component, application or end-to-end
network, the NetworkFX ConNIE enables engineers to
discover and Ix impairment vulnerabilities early—be-
fore customer experience has been compromised and
the cost of remediation skyrockets.

Please feel free to contact us to arrange
a live demonstation or to speak with us
about your requirements.

Copyright 2007 NetworkFX Communications LLC  All rights reserved.

Hardware Platform
2U, 19-inch rack-mountable
3.5"H x16.53"W x 19.75" D
31 Ibs. (14 kg)

Operating environment: 5° C to 35° C
Non-operating environment: 0° C to 50° C

Regulatory approvals:
— EMC: FCC Class A, EN 55024
— Safety: EN 60950-1, CE Mark, TUV Mark

Physical Connections

Management port: 10/100/1000 Base-T
Copper NIC option: 2-port 10/100/1000 Base-T
Fiber NIC option : 2-Port 1000Base-SX (GigE)

Electrical
110-240 V, 50/60 Hz, 6 A

SALES AND INFORMATION

sales@networkfx.com

www.networkfx.com
Telephone: +1 800.865.1820
NetworkFX Communications, LLC

Mililani, Hawaii 96789
USA

“NetworkFX", “ConNIE", “CaptureFX” and “TVI Builder” are exclusive trademarks of NetworkFX Communications, LLC.
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